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SEGURING

DURING THE HEIGHT of the December
2013 holiday shopping season, Target
Corp. admitted a massive data breach

How CardConnect pulled off had occurred, exposing the personal

| t b d d information of 40 million customers who
a reiocation, a repran lﬂg an had used their credit and debit cards at

an aggressive acquisition strategy, the retail chain.

and grew to 125 employees and JEFF SHANAHAN Ultimately, Target found that the personal
President and CEO data of approximately 110 million

$349 million in less than seven years CardConnect customers had been compromised,
which led to a nosedive in sales, scores
of lawsuits against the retail giant, and

By Samantha Drake et ; state and federal investigations. A few

Photography by Mitro Hood e months ago, Target's CEO resigned.

and courtesy of CardConnect e
The data breach didn't surprise Jeff
Shanahan at all. “We knew that was
coming,” says Shanahan, 36, who
took over as CEO of payment processor
CardConnect in February 2014. “We knew
there were many, many merchants out
there that were taking people's cards and
not securing them from the minute they
got them.”
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‘We knew there were

many, many merchants
out there that were
taking people’s cards
and not securing them
from the minute they
got them.”

— Jefi Shanahan, president and CEQ, CardConnect

WAKE-UP CALL

Huge daw breaches tend to catch Shanahan's
attention because King of Prussia, PA-based
CardConnect is in the business of making sure its dients’
in-person and online credit and debirt card payment
transactions are secure. Target's was hardly the first big
daw breach, but it made CardConnect’s customers
nervous enough to check in and make sure they were
adequately protected, notes Shanahan,

“The Target thing was a wake-up cll for our industry
as a whole,” he says. In 2014 alone, Neiman Marcus
Group Lid., PE Chang’s China Bistro and Michaels craft
store chains have all announced significant data breaches
that compromised the information of millions of credit
and debit card holders.

CardConnect’s goal is to ensure its customers don't
become a statistic in this disturbing trend. Its proprictary
payment gateway and security products address the needs
of merchants who accepr credit and debir cards, as well
as gift cards and loyalty cards. With more than 50,000
retail customers nationwide, ranging from the pizza place
down the street to Fortune 500 companies, CardConnect
processed $13.1 billion in card rransactions in 2013, not
including debit cards. The growing company brought in
more than $349 million last year and has 125 employees,
up from just 25 in 2010.

And along the way, Shanahan has made key straregic
decisions that enabled the company ro scale quickly by
baying smaller, similar companies, and then focusing on
obtaining technology CardConnect didn't already have, At
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the same time, Shanahan drove CardConneat’s relocation
from Ohio, led the company’s rebranding, and positioned
the company to meet the latest security challenges,

WORK AND FAMILY

In 2006, a group of entrepreneurs, including Brian
P Shanahan, Jeff Shanahan’s oldest brother, formed the
payment processing firm Financial Transaction Services
LLC in Cleveland, OH. The founders picked Cleveland
primarily because that’s where the company’s first
president lived.

A few months later, at Brian Shanahan’s urging, Jeff
Shanahan joined the new company as chief operaring
officer and relocated his family from Pennsylvania w
Cleveland.,

“I'd always thought about working with Brian
before, but I didnt think it would work 100 well being
in the same office,” Shanahan admirts, adding with a
laugh. “We both have large personalities.” Forrunarely,
Brian Shanahan, who was CEO at the time and lives in
Pittsburgh, left the day-to-day operations to his brother.
“It actually worked our wonderfully,” Shanahan adds.

“It was time 1o pass the baton,” says Brian Shanahan,
43, a serial entreprencur in the credit card processing
space and now CardConnect’s non-executive chairman
of the board. He notes that he and his brother think
similarly and sce high-profile breaches like Target's as
both vindication of CardConnect’s approach and an
assessment opportunity. [t's a toss-up as to who calls the
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other first to talk about che latest daa breach news, Brian
Shanahan adds.

The two aren't the only family members involved
in the company. Their youngest brocher, Pacrick, joined
CardConnect in 2008 and is now chief operating officer.
In addition, their father, Jim, and another brother,
Michael. are among the company’s more than 1,000
independent sales agents thar resell CardConnect’s services.
A fifth brother is a cardiologist in Pitsburgh. Naturally,
at Shanahan family gatherings, the talk inevitably centers
on work. “Fortunately or unfortunately, it always wrns to
business,” says Brian Shanahan.

ON THE MOVE

The company remained in Cleveland for more than six
years before relocating to the Philadelphia arca. Shanahan
says moving the company’s headquarters has been his
biggest decision so far. “Widh all due respect ro Cleveland,
it was very hard ro find new ralent there,” he says. “I never
fele like we could get to the nexe level chere.”

Shanahan presented the move to the 30 employees
in the Cleveland and Chicago offices as an oppormnity
to grow with the company. “We knew we had big things
ahead,” he explains. He was pleasantdy surprised when
the Cleveland employees jumped at the chance, although
the Chicago workforce was a harder sell. The company,
renamed CardConnecr, offered generous relocation
packages 1o those who wanted o move, and separation
packages to those who didn', says Shanahan,



Making strides: With more than 50,000 retad customers nationwide, CardConnect processed some $13 bifhon

i card transactions in 2013, Left: (L-R) CardCoanect CTO Robert Nathan, COO Patnck Shanahan, and president
and CEO Jeff Shanahan discuss the company’s Ingenico Point-to-Point Encryption (P2PE) solution, which provides
businesses and their customers an added layer of protection by emcrypting data immeadiately and peeventing
malware threats, Phofo by Mitro Hood Midde and Right: EMY chip cards protect against fraud better than the
magnelic stripe cards that consumers in the U.S. use teday. EMV cards are used widely in most counlries, but the
U.S. is in the process of migrating to EMV over the next few years. The transition will require merchants to offer a

P2PE solution that accepts EMV cards. Photas courtesy of CardConnect.

The relocation cost CardConnect about $3 million,
which was a big hit for the company in the short term bur
will pay off in the long run, Brian Shanahan points out.

King of Prussia’s suburban lecation outside of
Philadelphia was a logical, affordable choice on the
East Coast for the new headquarters, Shanahan says.
CardConnecr still has an office in Cleveland as well as
offices in Boca Raton, FL, Kansas City, KS and Denver,
CO. Shanahan and his wife, Tara, and their son and
three daugheers, ranging in age from one to nine years
old, now live in Devon, PA,

BEST BUYS

CardConnect’s strategy since its inception has been
to grow quickly by buying other companies, Between
2006 and 2012, CardConnect bought nine companies
around the country.

The acquisitions — one in 2006; two in 2007; one
in 2009; one in 2011; and four in 2012 — brought scale
to CardConnect and reversed its negative cash flow. ™ We
were a small merchant service provider to a few thousand
merchants back in 2006. Our first few acquisitions were
done more out of necessity; we needed 1o get bigger
quickly,” explains Shanahan, “Until you get to scale,
you're kind of always behind."

Each new purchase brought a new salesforce and
customers on board, enabling CardConnecr 1o increase
the number of rransactions conducted, a key measurement

in the industry, he points out. As CardConnect grew, its
strategy became more selective as it began focusing more
on technology and buying similar, small providers of
merchant services, Shanahan says,

The purchase of Princeton Payment Solutions
(PPS) in 2012 represented this focus and, because PPS
is located in the Princeton, NJ, area, it also reinforced
the decision 1o move the company headquarters 1o
the East Coast, Shanahan explains. The deal boosted
CardConnect’s customer list with customers including
General Electric Co., and Adobe Systems Inc.

PPS brought CardConnect a tokenization process
it had developed and patented for its Fortune 500
customers. Tokenization involves replacing sensitive
payment data with a unique identifier known as a
roken, which renders cardholder dara unreadable and
therefore useless to hackers. According 1o CardConnect,
combining tokenization with point-to-point encryption
(P2PE) — where plain-text card data is converted into
cipher text at the time of collection — offers the best
protection against data theft.

BUILDING A BRAND

“When I look back, most of our great decisions were
made fairly quickly and based on our instincts,” notes
Shanahan. “When you're growing fast, nobody sits down
with a playbook and scripts whar you're going to do with

the company.”
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ACQUISITIONS '

“The more you analyze things
and the more you think about
things, the more complex they
get. Oftentimes the answer
Is sitting right in front of you.
Go with your gut and don’t
overcomplicate things.”

22
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- ~ Jeff Shanahan, president and CEQ, CardConnect /A’» ~

Rebranding the business, for example, was 2
swift and intuitive process. In April 2013, Financial
Transaction Services changed its name 1o reflect
the company’s shift from working primarily with
independent distributors to developing and selling its
own products and services. Shanahan says he also wanted
the new name 1o be the company’s URL.

Brainstorming sessions and consultations with a local
public relations firm focused on what the new name
should convey abour the company and its business.

“It boiled down to ‘we connect card transactions,”™
says Shanahan. So the company setded on the name
CardConnect, tested it out, and then ran with it

Too much analysis and planning can undermine
the decision-making process, says Shanahan, pointing
out that, “the more you analyze things and the more
you think about things, the more complex they ger.
Oftentimes the answer is sitting right in front of you.”
He advises others to simply “go with your gur and don't
overcomplicate things.” Mistakes will be made along the
way, of course, but your decision-making track record
will improve over time, he adds.

Shanahan admits ic was casier to make quick,
instincrive moves when the organization was small
because at that point, the decisions were made “out
of survival.” In the carly days, management knew the
company had to get bigger fast, so they researched the
best acquisition opportunities and then went out and
bought those companies. CardConnect could afford o
take risks because it had less (0 lose, he notes.

Shanahan is known for his ability ro make quick,
confident decisions, confirms Pacrick Shanahan, 29,
who became chief operating officer in 2011 after joining
CardConnect to help manage a new acquisition, Buying
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another company is already a long process without
spending months hashing out details, he says, noting thac
Jeff Shanahan knows whar's important and whar’s not in
dosing a deal.

A rapidly growing business needs a leader who is
“nimble and can change directions quickly,” Patrick
Shanahan says. “Not everyone is cut our for it.”

TEST, EVALUATE AND PIVOT

As CardConnect grew, Jeff Shanahan says, he started
aking a more analytic approach ro decision making,
“You don't do things as fast as you did early on because
you're trying to do the ‘perfect’ acquisition or the ‘perfect’
deal,” he explains.

The company pivoted its business surategy in 2012
with the purchase of PPS, Undl then, CardConnect
primarily resold other companies’ processing services
and payment gateways, which caprure the credit cand
informarion and send it to the processor. In order o keep
up with competitors, CardConnect began providing ies
own payment solutions through PPS. The new strategy
gave CardConnect a foothold in payment gateways,
which continue 1o be a dynamic, developing part of the
payment processing industry.

Of course, not all decisions work out as planned.
Shanahan acknowledges CardConnect overextended
itself in 2012 when it bought four companies. As
the company struggled to absorb its new assets while
continuing day-to-day operations, it ook a needed break
from acquisitions in 2013.

“You have to pace yourself a bit. I think at certain
times we tried 1o grow too fast,” says Shanzhan, “As a
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Talent, location and opportunity: In less Lhan seven years, CardConnect moved ils headguarters from
Cleveland, OH, to King of Prussia, PA, made nine strategic acquisitions, rebranded and grew to 125 employees
and $349 million in revenue. Now, CardConnect is poised tolead the transaction security industry into a beight
future as the U.S. gears up o make a shift in credit card fechnology. Phates courtesy of CardConnect.

result of doing o many acquisitions at once, we ended up
with some problems.” There's only so much time and so
many people to manage the issues that come up, he notes,

Shanahan says the organization is now ready ro jump
back in and is scouting potential firms. “We are looking
to buy,” he says.

A BRIGHT FUTURE

As CardConnect continues o create new security
solutions for its customers, its biggest upcoming
challenge is helping customers comply with certain
security mandares by their 2015 deadlines.

U.S. merchants adhere to standards for protecting
payment <ard data set by the Payment Card Industry
(PCI). PCI is mandarting the replacement of credir and
debit cards thar have a magnetic siripe on the back with
cards embedded with EMV chips that encrypr the card’s
information. “EMV”™ stands for Europay, MasterCard
and Visa, the card issuers that first championed chip-
based payment cards.

Europe and Canada gor on board with the initianve
right away, but the U.S. held off and is now playing carch-
up with the rest of the world, says Shanahan. Merchants
must now have EMV-compliant terminals o accepr
payment cards with EMV chips by October 2015 or face a
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HOW POINT-TO-POINT ENCRYPTION
(P2PE) WORKS

Fragymd

shift in lability from the card issuer to the merchant.

Shanahan considers the move to be too litle, too
late. “The EMV thing is grear, bur implementing it after
the fact doesn’t help much,” he says. Furthermore, “the
cost of converting to EMV is a lot higher than it would
have been 10 years ago.”

In advance of the deadline, CardConnect is partnering
with payment solution provider [ngenico 1o offer
customers EMV-compliant payment acceprance devices
integrated with CardConnect’s encryption technology,
says Shanahan. While CardConnect had no control over
the timing of the migration 10 EMV cards, the company
hopes to capitalize on the mandate by enticing customers
10 use point-to-point encryprion as well,

A second 2015 deadline also looms. PCl is rolling
out its latest Data Security Standand (DSS), known as
PCI DSS 3.0, which governs the conrrols on sensitive
data stored on credit, debit and other types of cards to
reduce data breaches and fraud. Among other things,
PCI DSS 3.0 will require merchants to be more vigilant
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about monitoring for security breaches. PCI DSS 3.0 is
being phased in over time, bur will officially rke effect
on July 1, 2015,

Once again, the sericeer PCL DSS 3.0 standard
is a reaction to breaches that have already happened,
Shanahan points out. Still, CardConnect has its work cut
out helping get customers on board with the new, costly
requirements, particularly smaller merchants. “It’s hard
to get a small pizza shop 1o ger concerned abour fraud or
security,” he says.

Predictably, as a proacrive decision maker in a
reactive industry, Shanahan isn't waiting for customers
to ask for hdp with the new requirements. CardConnect
is pushing EMV compliance while developing EMV-
compliant terminals and other solutions as quickly as
possible, If customers still need convincing, Shanahan
can point to the Targer data breach as a recent example of
what can happen if a business isn't prepared. CEO

Samantha Drake is a freelance writer based in Lansdowne, PA,
Contact us at editonial@smartceo.com.



